	[image: image1.jpg]nQ Tshwane University
of Technology
e



      TSHWANE UNIVERSITY OF TECHNOLOGY POLICY                                




[image: image1.jpg]
POLICY ON NETWORK INFRASTRUCTURE
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1. POLICY 
It is the policy of the Tshwane University of Technology (TUT)  SEQ CHAPTER \h \r 1to assign custodianship of the TUT Network to the Information and Communications Technology (ICT) Services Directorate; regulate available bandwidth by means of allocation and prioritisation; all TUT network connections and services that use it be formally authorised; the TUT network be used only for University business purposes; the TUT network be updated to keep it in line with evolving technologies.

2. DEFINITIONS

TUT Network
- For purposes of this document the “TUT Network” shall refer to all infrastructure and electronic equipment (including but not limited to wired and wireless) used in the provision and transmission of voice, video and data services

Cable Once
- means using a single cable to deliver multiple services to the end user

Bandwidth
- Bandwidth refers to the amount of digital data which can be conveyed along an electronic medium such as copper wire, optical fibre etc

QoS
- means Quality of Service

EMC
- means Executive Management Committee of the TUT
      Dual connection   – means access to the same or similar service from a single device having two simultaneous network connections

TUT space
- Includes all TUT property (rented or owned) as well as areas where signals from TUT network may be broadcast

3. RULES

3.1. As custodian of the TUT network, ICT Services will administer the network for

3.1.1. Access and Availability 

3.1.2. Network Management including but not limited to

3.1.2.1. QoS

3.1.2.2. Bandwidth allocation and Prioritisation

And if necessary enter into agreements (subject to TUT procurement and tender policies) with third party service providers to deliver such services as may be required

3.2. ICT Service will appoint and /or authorise parties to manage their own network infrastructure behind a firewall/gateway subject to a service agreement. Such parties will
3.3. In administering the TUT network ICT Services will implement a converged network and adopt a “cable once” approach where possible.

3.4. To achieve the purpose of this policy ICT Services in consultation with the Technical Users Forum
 will 

3.4.1.1. Set standards for equipment, devices and cabling to be connected to the TUT network

3.4.1.2. Set minimum configuration standards and/or software that is required by devices that are connect to the TUT network

3.4.1.3. Be authorised to remove, confiscate and/or disable equipment ,services, software etc that degrades the QoS to be provided or does not conform to 3.4.1.1/2
3.5. Dual connections and /or connections that by pass the TUT network installed firewalls/security devices will not be allowed.

3.6. Independent/alternate connections will be permitted upon the recommendation  of ICT Services with written approval from the EMC

3.7. All wired/wireless connections should be installed and maintained by authorized/qualified engineers to ensure the integrity of both the cabling and the wall mounted sockets. Any unused network wall sockets and wireless access points should be digitally isolated (or unplugged) and their status formally noted.
3.8. Third party access to TUT network is only permitted with the specific approval of the ICT Services Directorate/EMC.
3.9. All new and enhanced (wired/wireless) TUT network connections must be fully supported at all times by comprehensive and up to date documentation. New network or upgraded connections should not be introduced to the live environment unless supporting documentation is available.
3.10. Formal change control procedures must be employed for all amendments to the network infrastructure.  All changes to the TUT network must be properly authorized and tested.
3.11. Access control standards for the TUT network must be established by the ICT Services Directorate  and should incorporate the need to balance restrictions to prevent unauthorized access against the need to provide unhindered access to meet business needs.
3.12. Remote access control procedures must provide adequate safeguards through robust identification, authentication and/or encryption techniques. Employees responsible for setting up network access are to ensure that TUT’s network is safeguarded from malicious external intrusion by deploying, as a minimum, a configured firewall.
3.13. Access to network operating system commands is to be restricted to those ICT staff who are authorized to perform network administration / management functions. 
3.14. All electronic equipment and/or devices, whether the property of the TUT or not ,but capable of connecting to the TUT network and within ”TUT space” will be subject to the above rules
3.15. Disciplinary Process

3.15.1. Any breach of this policy or associated policies may result in Tshwane University of Technology taking disciplinary action against a staff member.

3.15.2. Details of the disciplinary process are in line with the general policy and can be obtained from the Directorate Human Resources.

4. PROCEDURES

4.1 Management

4.1.1 ICT Services will manage conformity to set standards and report on any violations for further action

4.1.2 ICT Services will submit amendments and changes to standards for approval via the appropriate structures as determined by the EMC

4.1.3 Request for changes to network infrastructure must be done via the TUT change management system and be formally approved

4.2 Expansion

4.2.1 ICT Services will provide the necessary information and costing for network expansion which should include the human resource component and financial sustainability. 

4.2.2 Any addition of network equipment to the TUT network ,approved but not provided by ICT Services, once connected to the TUT network is subject to the rules as stated above

5. DOCUMENTS 

5.1 Equipment Standards

5.2 Configuration Standards

5.3 Bandwidth allocation per service
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